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Introduction

The elD driver provides a direct integration of an elD compatible reader into the CCURESOO0O0
Administration Workstation. It can be dynamically configured to link specific elD data into
CCURE900O0 Personnel Fields.

The use of an elD reader eliminates typographic errors and duplicate records in the CCURESO0OO
database as well as speeding up the enrolment process.

Conventions
The following pictograms are used in this manual to indicate important information

@ Indicates extra information.

Indicates a warning. Pay extra attention to the information that is provided.

@ Indicates a danger with important consequences. Pay extra attention to the information
that is provided and be cautious.

Known limitations

= The elD middleware is only compatible with Windows Client Workstations. The driver does
not function on any Windows Server OS.

EID support

The plugin is based on the elD Middleware Framework provided by the Belgian Government. The
correct installation of that framework has to be performed by a person with the required knowledge.
The complete installation is well documented.

Support for the EID plugin itself is provided by Encode Labs.

Support agreements are available for extended support on the EID middleware itself.
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=) Installation and Configuration

Downloading the elD Middleware
You can download the elD software installer from the following location:

https://eid.belgium.be/

1. Download the elD Middleware driver
2. Optionally, download the elD viewer (can be used for troubleshooting)

https://eid.belgium.be/en Q v | (

en be

Download and install the elD software for electronic identity

be ) elD software

Download Beta Download How to install? What is the elD? Question & Answer Contact us

Download the elD software

Befare you can log in with your elD, you need to install the required software on your computer. How to install the elD software?

Free download o

For Windows 10/8.1/8/7

Download elD software for another operating system

Test login Download the elD Viewer
Is the elD software successfully installed on your computer? You can test logging in After installing the elD software, you can install the elD Viewer. This application
to the online public services. To do so, click 'Log in with CSAM'. gives you access to all your elD card data. Learn more about the elD Viewer.

l] Log in with CSAM Free download elD viewer } e

For Windows 10/8.1/8/7

The following web browsers can be used to log in: Download elD Viewer for another operating system

» Internet Explorer 11

» Chrome#

» Firefoxi# (Important! For this browser you will need to install the elD
addon @ first)

» Safarid

» Edge

Installation of the elD Middleware

The installation procedure for the elD middleware must be performed on each client workstation.
Take note of the supported OS versions. In case your OS is not supported on your server, you may
skip this step and continue to install the plugin.

Open the elD installer:

belgium_eid-quickinstaller_4.2.8.32

be 52.exe
Belgium elD MiddleWare


https://eid.belgium.be/
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Click “Install”

=) elD software installation — X

Welcome!

Click 'Install’ to install the elD software

b )

Concel

Click "Next”

=] elD software installation: Completed — X

h) Completed

Testing the installation
Click “Test”

Cancel Back E

#] elD software installation — X

elD software installed!

You can test the elD software using a suitable elD card reader.
Click Test and follow the instructions step by step
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Click "Next”

=) elD software installation — X

|0

Please connect your card reader

Cancel

Click "Next”

#) elD software installation — K ‘

Insert your elD into the card reader

Concel | Back [ Next |

On successful installation a confirmation dialog will be shown:

#) elD software installation — X

Dear Stefaan,
the software test was successful

It is advisable to reboot your computer
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Installation of the Plugin

To be able to use the plugin on client workstations, the plugin license must be installed on the

CCURES90O0O0 server. Take into account that the client plugin itself does not function on Windows
Server OS's.

Installation of the plugin
Open the installation MSI

E elD Plugin for CCURES000.msi
ME=1 Windows Installer Package

Click “Next”

@ elD Plugin for CCURE9000 - InstallShield Wizard X

Welcome to the InstallShield Wizard for eID
Plugin for CCURE9S000

The InstallShield(R) Wizard will install eID Plugin for CCURES000
on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.




1. Accept the license
2. Click *“Next”

Installation and Configuration

@ elD Plugin for CCURES000 - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

ENCODE LABS elD PLUGIN for CCURE9000

installing, copying or using the application.

anblication.

[ (®) T accept the terms in the license agreement ] o

(1 do not accept the terms in the license agreement

InstallShield

< Back

COPYRIGHT © 2017 ENCODE LABS - ALL RIGHTS RESERVED.

Q

Installation, copying and use of the plugin and its libraries are subject to the
following license agreement. Please read this agreement carefully before

By using the application, you agree to be bound by the terms of this license. If
you do not agree with the terms of this license, do not install, copy or use the

Print

Cancel

Select the installation path of your CCURESOQOO installation. By default, this is located in the Program
Files (x86) folder. The correct installation folder should contain “CrossFire” and "CCURE Client”

folders:

1. If you installed the software to another location, click the “Browse” button and select that

location
2. Click “"Next”

ﬁ elD Plugin for CCURES000 - InstallShield Wizard

Destination Folder

Click Next to install to this folder, or click Change to install to a different folder.

[:/ Install eID Plugin for CCUREQ000 to:
C:\Program Files (x86)\Tyco\

InstallShield

< Back

Change...

Cancel

10
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1. Select the applicable option
2. Click *“Next”

@ elD Plugin for CCURE9000 - InstallShield Wizard X

Setup Type

Choose the setup type that best suits your needs.

Please select a setup type.

(O License and Client components
@ Will install the client components and Plugin License Option.

(O Client components only

This will install the client components only on CCURE9000
@ workstations.

InstallShield a
< Back ] Next > Cancel

In case of a server installation, you will be presented with the SQL Login Dialog. Otherwise the
installation will continue after the SQL dialog.

1. Select the database server from the drop-down box
2. Select and enter the appropriate details
3. Click "Next”

ﬁ elD Plugin for CCURE9000 - InstallShield Wizard X

Database Server

Select database server and authentication method

Database server that you are installing to: Q
| > | Browse...
Connect using:
(®) Windows authentication credentials of current user
() Server authentication using the Login 1D and password below e
Login ID: ‘sa
Password: ‘
InstallShield 3
< Back Cancel
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Click “Install”

ﬁ elD Plugin for CCURES000 - InstallShield Wizard X

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.
If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.
InstallShield
< Back Glnstall Cancel

Select “Finish”

r@ elD Plugin for CCURE900O - InstallShield Wizard X

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed eID Plugin for
CCURE9000. Click Finish to exit the wizard.

< Back Cancel

12
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Linking the Personnel Fields
The plugin should be installed under your CCURE Client directory of the CCURE900O installation
path. The configuration file has the name:

Encodelabs.eID.NextGenConnectedProgram.CredentialValidation.Client.d1ll.config

Open this file with a Text editor such as Notepad. The file structure is as follows:

<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<appSettings>

<add
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add
<add

key="FirstNames" value="FirstName"/>
key="LastName" value="LastName"/>
key="CardNumber" value="Textl"/>
key="ValidityBeginDate" value="Text3"/>
key="ValidityEndDate" value="Text4"/>
key="IssuingCity" value="Text5"/>
key="NationalNumber" value="Text12"/>
key="Nationality" value="Text7"/>
key="LocationOfBirth" value="Text8"/>
key="DateOfBirth" value="Text9"/>
key="Gender" value="Textl1l0"/>
key="Name" value="Text11l"/>
key="FirstLetterOfThirdGivenName" value="MiddleName"/>

<add key="NobleCondition" value="Text13"/>
<add key="DocumentType" value="Textl1l4"/>
<add key="SpecialStatus" value="Text15"/>
<add key="Duplicate" value="Textl6"/>
<add key="SpecialOrganization" value="Textl17"/>
<add key="DateAndCountryOfProtection" value="Text18"/>
</appSettings>
</configuration>

Under the node appSettings, you can set or change the fields to which to link the elD data.

The “key” is the name of the elD data, while the “value” is the name of the Personnel field to which
the data must be linked.

For instance, the above example links the elD field “FirstNames” to the CCURE Personnel Field

“FirstName”.

The field to link must be the standard field name, such as "Text12”. Even if the field was
relabelled to a new value such as “National Number”, the link name remains “Text12".

All fields can be linked to Text fields. Only pure numbers can be linked to int fields, and
only ValidityBeginDate and ValidityEndDate can be linked to Date fields (Datel -> Date4)

13
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The National Number field

Each resident has a unique National Number assigned. This number is used in the plugin to ensure
the uniqueness of a record.

As this is sensitive private data, the field is encrypted with a one-way algorithm. This means the
National Number cannot be decoded from the encrypted field.

In order to ensure unique personnel entries based on the National Number, you have to
link this field to a Personnel field that has the property “Unique” set such as “Text12".
Refer to the CCURESO00 manual for a complete list of unique fields.

Sample encrypted ID:
32CDD536A6CD29E1871395655F8C3AF2B4EF83FA3F04B289ECO160B315C35F36

Duplicating the configuration
The configuration file is stored locally on the Client Workstation.

In order to have the same configuration on multiple workstations, copy the configuration file to a
central location or USB stick. Alternatively, reconfigure the file on each individual workstation.

When you have installed the plugin on other workstations and you have copied a customized
configuration file, just copy it over the newly installed file on the target workstation.

If you do not have the same configuration across your client workstations, the plugin
will not work as intended as values might be written to different fields.
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Adding the elD controls to the Personnel Editor
Open the Administration Workstation and navigate to:

1. Select Configuration
2. Select “User-Defined Fields”
3. Click "New”

Confiquration
User_defined Fields ¢~ | ~
3 earci 2

i Card Formats and Keys

Enter a name for the control

Enter the desired Customer Label that will be shown in the editor
Set “Field Type” to "Custom”

Make sure “Personnel” is selected

Select “EclEidPersonnelControl”

Click “Save and Close”

oOv A wN =

73 User-defined Fields - EID

E Save and Close ng Save and New E Save

E Name:} [EID

Description:
Partition: £
Field Information
Language information n
Customer Label:l EID | |
Lenguage: |Englsh (United States) v

5 | 5

Now navigate to Personnel -> Personnel Views and select the Personnel View you wish to add the

controls to.

16
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A ATAATA A
WAAAAAAAAAAAY

1. If necessary, change the name of the view
2. Under “Hidden Fields”, navigate to “User Defined Fields” and drag the control in the desired
location.

2 Personnel Views - Personnel View with elD Control — O e

g Save and Close Create Copy

Namel Personnel View with &lD Control I 0

Description:

Enabled Partition: Default

Layout Designer ]/Labels I/Options ] » | Fields and Controls q

Language: English (United States) - = Restore Labels  ig# Restore Layout Reset Tabbing Order

__51?_‘”3@ Credentials Clearances Customer Customer Exdtended Images Badging Custom Clearance Previous Doors User ™

a2 3}
. ) -3} Hidden Fields
First Name: | | ObjectD: [ 5-£7) Cradentials
] . E-{33 Userdefined Fields
Middle Name: | | Personnel Type: I: L4 EID
Last Name: | | Operator Name: I:
Partition: l_

In this example, the control was dragged onto the General Tab. 2 buttons have appeared: elD Data
and elD Photo.

Layout Designer ]/Labels I/Gptions ]
Language: English (United States) - = Restore Labels  {gJ Restore Layout Reset Tak

General Credertigls Clearances  Customer Customer Bdended Images  Badging  Custom Clearar

Eirst Mame: | |
Middle Name: | |
Last Name: | |
EID: | elDData | | elDPhoto |
Options
1 Mz sklad

Save the personnel view when you are finished.

17
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Reading the elD data

Create a new personnel record:

Make sure the correct view is selected from the “Current View” drop-down box.

2 Personnel -

|l Save and Close [ Save and New [ Save | Current View | Default Personnel Edit View

[

Gereral  Credentials Clearances Customer Customer Extendec‘- Default Personnel Edit View

d= Documents Personnel Triggers

EID Portrait Header
Personnel View with Portrait in Header
First Name: ‘ |
Personnel Type: |None [Default]
Middle Name: | |
Operator Name: |
Last Name: ‘ |
Partition: | Default
Options
[] Disabled ‘Web Email and Login

Click “elD Data to read the data fields and fill them in on the form.

First Name: |5tefaar1

Migdle Name: |R

Last Mame: |Cnmelis

| EID: I:eIDPhD‘t{:

e

General Credentials Clearances Customer Customer Bdended Images Badging Cu:

Gereral Credertials Clearances Customer |mages Badging Custom Clearance Previous Doors  Userdefined Fields  Documerts  Personinel Triggers

Customer Fields  Customer Fields 2 Customer Fields 3
Customer Fields

EID Card Number |

Text2: |

Valid From [16.07.2017

Valid To [16.07.2027

City |Gent

Textf: |

Nationality |Belg

Textd: |Gent

Birthday |:

Text10: [M

Textl1: [Comelis

Mational Number ID |C5633A350I5’C1 1585741311

18531815CAAAEDETI13DCEC

Text13 (Unique): |

18
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Click “elD Photo” to import the photo from the elD.
sneral Credentials Clearances  Customer Customer Extended Images  Badging Custom Clearance  Previous Doors  Userdefined Fields Documents  Personnel Triggers

Capture / View Portraits
*= Add =, Remove

Portrait Name Capture Capture Date Primary Image Selected Portrait

Portrait_{0-0)

Cartire Sianat e

Once the record is saved the capture date will be filled in.

Click the portrait to see the preview in the “Selected Portrait” control.

19
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Checking the elD reader

As the plugin makes use of the elD Middleware, you need to ensure this middleware is installed and

works correctly.

You can download the Government-built elD viewer from the website:

https://eid.belgium.be/

Navigate to Download and download the elD viewer.

Download the elD Viewer

After installing the elD software, you can install the elD Viewer. This application
gives you access to all your elD card data. Learn more about the elD Viewer.

Free download elD viewer

For Windows 10/8.1/8/7

Download elD Viewer for another operating system

Once you start the application, it will try reading the card from any elD compatible connected card

reader.
2 elD Viewer - O et
File Language Help
Identity | Card/PIN | Certificates | Log
IDENTITY CARD
~ MName: Comelis
Given Names:
Place of birth: Gent
D (.
4 Sex: M
| National number:
‘ ‘ Nationality: Belg
i Title:
Special status:
Street:
Postal code:
Municipality:
r_' ! !’...:._.?J

21
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For more information on troubleshooting the MiddleWare framework, navigate to the elD website
and select "Question and Answer” where you will find a lot of information on how to troubleshoot
the installation.

Questions about

Installation and removal ‘ Login elD Viewer ‘

Specific problems ‘ Digital signatures Advanced problems ‘

22
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